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1.1 REER

A3 Sunxi & CE BRIMEMBERINEROCAITIFEANER, LB RHERNE
BHEEONRIZT o

1.2 IEAEHE
® 1-1: EAFMYIE
e i L EATEN IXEASL{F
2EE~Mm Linux-4.9 drivers/crypto/sunxi-ss/*
2EFEMm Linux-5.4 drivers/crypto/sunxi-ce/*

1.3 fHXAR

CE IXzh. NNAREER FERIF&/4EP AR

1.4 #HXANE

e API: Application Program Interface N B#ZERFiEO

e SUNXI: #§ Allwinner —&7%I SOC BH4T &

e SS: Security System, Sunxi SOC FHMRALLIER, IFZMHBEGHINEZRE R L
e CE: Crypto Engine, EA5|%, LIFIFR{E SS

e AES: Advanced Encryption Standard, SZ&INZ4R)

e CRC32: Cyclic redundancy check 32, B RRKLE (32 {i)

e DES: Data Encryption Standard, #¥iEINZFHE

e 3DES: 3DES &7F DES M—MBuHE %L, B 3 & 64 (IMNBANEIEHEIT=RINE
e ECB: Electronic Code Book mode, BFEBARIELR

e CBC: Cipher Block Chaining mode, HIZRFEET

e CFB: Cipher feedback, ZB&IEIED
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e CTR: Counter mode, it#iE=

e CTS: Ciphertext Stealing mode

e OFB: Output feedback, #HHRIRER

e XTS: XEX-based tweaked-codebook mode with ciphertext stealing

e DH: Diffie-Hellman &%, ZH3—EiHiY

e ECC: Elliptic curve cryptography, #E#HZ&NZEE %

e ECDH: EC-based DH, ETFH§EiLEHIZEIEINIY

e MD5: Message Digest Algorithm 5, HERMEEXZE IR

e SHA: Secure Hash Algorithm, Z£85I&%

e HMAC: Hash-based Message Authentication Code, EF Hash AEE X553
e HMAC-SHA1: SHAl-based HMAC, &7F SHA1 89 HMAC &%

e HMAC-SHA256:. SHA256-based HMAC, EF SHA256 8 HMAC &%
e IDMA: Internal DMA

e RSA: RIAMEBEZX

e TRNG: True Random Number Generator, EREN# 4 £33

e PRNG: Pseudo Random Number Generator, Atk 4 25
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2.1 CE RIAXH;

HFARRE sunxi ¥5, B CE ZFENEEFA—F, ALFEETHRZIFEGNEELLE, BT
¥X¥ & User Manual ¥ CE E¥5,

2.2 CE EZRigit

CE IKzp#%fd Linux M%HRY crypto SR, ENAERESH OpenSSL seXficE, RES
I REMSMBAERENSS, BIMRARENXRENT:

ADP Demo
User space OpenSSL
fertc Crypto P &EDO

CryptofEZE

5SS Driver

2-1: Linux CE AR EME
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Hrh, [App] BHERAFNNARER; [Crypto 3R] & Linux RZBHRMEZRZERER,; &
BXEBERNFLIENR, EMNTHE:

Demo, &F OpenSSL BIREILED,

OpenSSL, —"EFEBREMLLAFALE, OpenSSL RHEMITHEENE HEAF M.
Crypto FFP#&1EO, W% crypto EZRMAFSHZEOZ9.

SS Driver Bl CE Driver, fi5#&{E CE B33,

W nhoe

BIUEE, MBFPNBREFEEITENE OpenSSL im0 (BESE 4 ZiR) , X App
HRAZRNEHHINEEINGE. BEIEY, #ER OpenSSL AFREEEZEMAZTM Crypto
MEZREE, FE7T OpenSSL HFM—1 51 ZdEMH (af alg M), H1E App FERCE OpenSSL
£/ af alg 512, (FEBEFE1FN Demo) o

2.3 BERECENTR

2.3.1 Device Tree E2& i bH

1£ Device Tree #3%f CE #2817 E, W1F:

[ cryptoengine: ce@®3040000 {

compatible = "allwinner, sunxi-ce";

device name = "ce";

reg = <0x0 0x03040000 O0x0 Oxa0>, /* non-secure space */

<0x0 Ox03040800 0x0 Oxab>; /* secure space */

interrupts = <GIC_SPI 52"IRQ_TYPE EDGE RISING>, /*non-secure*/
<GIC SPI 53 IRQ TYPE EDGE RISING>; /* secure*/

clock-frequency = <400000000>; /*/400MHz */

clocks = <&ccu CkK BUS CE>, <&e€u CLK CE>, <&ccu CLK MBUS CE>,
<&ccu CLK PLL_PERIPHO=2X>;

clock-names = "bus ce", "ce clk", "mbus ce", "pll periph@ 2x";
resets = <&ccu RST BUS CE>;
status = "okay";
}i
Heh:

compatible: RIERFAVILE, BT RHILERILE,
reg: & &FEARMUL,

interrupts: 1&& BT,

clock-frequency: & & {ER RV HIRZE,

clocks: & & {ERARIET IR,

O W=
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2.3.2 CE B kernel menuconfig BB E 1% FH

7£ longan B® T#1T: ./build.sh menuconfig #HNEEFFR@, HRUT T ERIE

2.3.2.1 linux-4.9 WZNECE

1. BE%, %#¥ Cryptographic API TN F—REE, tNEFR:

Linux/farm 4.9.118 Kernel Configuration

Arrow keys navigate the menu. <Enter= selects submenus ---= {or empty submenus ----).
Highlighted letters are hotkeys, Pressing <> includes, <N= excludes, <M> modularizes

features. Press <Esc»<Esc> to exit, <?> for Help, </» for Search. Legend:
[ ] excluded <M> module < > module capable

[¥] built-in

Eoot options ---»
CPU Power Management ---=
Floating point emulation ---»
Userspace binary formats ---> @
FPower management options ---=
[*] Metworking support ---=
Device Drivers ---»

Firmware Drivers ---» R
File systems --->
Kernel hacking ---> ‘

Cryptograph?

WA © BSEERERHERAE. RE—TF
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Cryptographic API -
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----J.
Highlighted letters are hotkeys., Pressing <Y= includes, <M= excludes, =M= modularlizes
features. Press <Esce<Esc> to exit, <?= for Help, </= for Search. Legend: [#*] bulilt-in
[ ] excluded =M= module = = module capable

--- Cryptographic API
®EE CPypto core or halpar ***
< = RSA algorithm
<> Diffie-Hellman algorithm
<> ECDH algorithm
-*. Cryptographic algorithm manager
< > Userspace cryptographlc algorithm configuration
-*.  GF{2*128) nmultiplication functions
-*.  MNull algorithms
< > Parallel crypto engine
<*> Software async crypto daemon
< > Software async multi-buffer crypto daemon
-¥-  Authenc support

<Select> < Exit > < Help > < Save > < Load >

2-3: Cryptographic API B2&

3. BN crypto ERPAFASIZOSNS, @EH FERINE, 1N

Cryptographi
--=> {or emply submenus ----3.
<M= excludes, =M= modularizes
> for Search. Legend: [¥] built-in

Arrow keys navigate the
Highlighted letter
fegtures. Fress
[ ] excluded <M

face for AEAD cipher algorithms
ypto devices ---»

[ ] Asymmetric (public-key cryptographic) key type ----
Certificates for signature checking ----
B ABM Accelerated Cryptographic Algorithms  ----

< Exit = < Help = < Save = < Load =

2-4: Cryptographic API E2&

4. 7 Hardware crypto devies Hi%#F CE IXzf, dNEFIR:

WA © BSEERERHERAE. RE—TF 6
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Arrow keys navigate the menu. <Enter> selects submenus ---> {(or empty submenus ----).
Highlighted letters are hotkeys. Fressing <Y> includes, <h> excludes, <M> modularizes
features. Press <Esc»<Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in
[ 1 excluded <M= module =< > module capable

--- Hardware crypto devices
< > upport for Allwinner Security System cryptographic accelerator

> Support for Allwinner Sunxi CryptoEngine
< > unxi emce driver

< Exit = < Help = < Save > < Load >

2-5: Cryptographic API E2&

2.3.2.2 linux-5.4 AEZNEE

1. B%, %8 Cryptographie APLIETH N T —&ERE, MBI =:

el Configuration

ter> selects submenus ---> (or empty
tters are hotkeys. Pressing <Y=

p m;Zularizes features. Press <Esc=<Esc> to

Arrow keys
submenus
includes,

exit, <7 > for Search. Legend: [*] built-in [ ]

File systems --->
Security options

Library routines --->
Kernel hacking --->

< Exit = < Help = < Save = < |Load =

2-6: Cryptographic API E2&

2. AL crypto EERBFRSIEOXE, A TEMEM, WNEFMR:
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Cryptographic API -
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=>
includes, <N=> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]
“{-)
< > /std compression algorithm
#++ Random Number Generation #***
< > Pseudo Random Number Generation for Cryptographic modules
< > NIST SP80O-90A DRBG ----
< > Jitterentropy Non-Deterministic Random Number Generator
<#> lIser-space interface for hash algorithms
<#m lUser-space interface for symmetric key cipher algorithms
<> User-space interface for random number generator algorithms
User-space interface for AEAD cipher algorithms

[*] Hardware crypto devices --->

< Exit > < Help > < Save > < lLoad >

2-7: Cryptographic API Et&

3. £ Hardware crypto devies H3%$F CE IXzf, dEFR:

Arrow keys navig s submenus ---> (or empty

submenus ---- otkeys. Pressing <Y=>
includes, < es features. Press <Esc><Esc> to
exit, <?> Legend: [*] built-in [ ]

afeXcel cryptographic engine driver
fo TrustZone CryptoCell family of security pro

< Exit > < Help > < Save > < lLoad >

2-8: Cryptographic API Ed&

2.3.2.3 RKNEE

WR KA openssl #1TIEF CE 8 API #O#1TINMAEZE, FERIE CONFIG NET @ THH,
WMEFfR:

WA © BSEERERHERAE. RE—TF 8
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Highlighted letters are hotkeys.
features.

[ 1 excluded <M= module

B |

180

= Ry S
Frae £ .
ractlion

Arrow keys navigate the menu. <Enter> selects submenus ---> {or empty submenus -

Press <Esce<BEsc> 1o exit, <=?> for Help, </= for Search.
< = module capable

¥

Fressing <¥> includes, <N»> excludes, <M= modularizes

Legend: [*] built-in

Boot options ---»

PU Powar Management
loating polnt emulaticon
Userspace binary formats
owWer management optlions

RS-
.
. 4

[./] Networking support ---
Device Drivers ---»
irmware Drivers ot
1le gystems --->
‘ernel hacking ---=
ecurity options -l
-*%. Cryptographic API  --->
Library routines ---=
Virtualization

< Exit > < Save > < Load >

< Help >

2-9: NET &R

2.3.3 XA ARM WINEIELRVECE

INRBIERZIA 8K N BAL, B8KLA T, FILUKRA ARM BIIEIE < XL CE RIREIIEREEM
BLE, FEIENZMRAS ARM WMEE<, %Ik H CE NECE, EA CE NEELL
LB

XE L ARM-V7 ZRHgp9NEREE < B 1T S -

1. B, % ARM Accelerated Cryptographic Algorithm E#N T —REE, WNEFR:

WA © BSEERERHERAE. RE—TF 9
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Linux/arm 5.4.61 Kernel Configuration -
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N> excludes, <M= modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

~ 7
-]

System Type --->
fus support --->
Kernel Features --->
Ffoot options --->
CPU Power Management --->
Floating point emulation --->
Power management options ---=
Firmware Drivers --->
[§] ARM Accelerated Cryptographic Algorithms --->|
[ 1 Virtualization ----
- 4 +)

< Exit > < Help = < Save = < Load =

2-10: ARM INZEIESHEE
2. B, mFE#HITREENNEE, NER:

ARM Accelerated Cryptograpf@i i tTTms -
Arrow keys navigate the.menu. <Enters s submenus ---> (or empty
submenus ----). ighted lett otkeys. Pressing <Y=

e
includes, <N=> <M> modul atures. Press <Esc><Esc> to
exit, <7?> fo Legend: [*] built-in [ 1]

r

L m (ARM-asm) (NEW)
digest algorithm (ARM-asm and NEON)

< Exit > < Help = < Save = < lLoad =

2-11: ARM INiEFESHEE

2.4 RIS TS

2.4.1 linux-4.9 JR{CBZEH

CE IRepBRMAFI I FRAZTE drivers/crypto/sunxi-ss BRT:

IR © HiB2EREROBIRAR. RE—INF 10
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drivers/crypto/sunxi-ss/

F— sunxi_ss.c // SunxiF&AKISSEIXEM. MERZHIEI

F— sunxi_ss.h // RASunxiFAMSSIREIEN T —LHAMNE. HiIBLEH
F— sunxi_ss_proc.h // &MEAMIZEOSEH

— sunxi_ss_proc_comm.h // =MARASSEFISLRANEELGIETRE
| Fv1

| F— sunxi_ss_proc.c // VIRASSIEHISNEXLIRSE

| b sunxi ss reg.c // V1kRZSSiz#IeSMFEREOLN

| F— sunxi ss reg.h // VIkRZASSizHI2SpISEEEOEMN

| vz

| |— sunxi_ss_proc.c // V2KRZASSEHISRMEAMIRITIE

| |— sunxi_ss_reg.c // V2KRZASSIEHISMEERIZEOLN

| F— sunxi_ss reg.h // V2hRZASSizHIBEMISFESEOERR

| Fv3

| — sunxi_ss_proc.c // V3KRZASSHEHIRMEALELE

| | sunxi ss reg.c // V3hRASS4ISSMSEFRIZEOLH

| F— sunxi_ss reg.h // V3hRZASSITHIBEMIZSFEREOERR

| v

| |— sunxi_ss_proc.c // VARRZSSHEHISMEXLEILE

| B sunxi ss reg.c // VAKRZASSIZHIEBSMNFEFRIEOLN

| B sunxi ss reg.h // VAkRZSSIEHIZSAISEFEZOSRN

1#i2d Makefile #£#|0%# CE hRZASHVIRIZZRIE, linux-4.9/drivers/crypto/sunxi-ss/Makefile
ABMT

obj-$(CONFIG CRYPTO DEV SUN4I SS) += sund4i-ss.o
sun4i-ss-y += sun4i/sun4i-ss-core.o,sund4i/sundi-ss-hash.o sun4i/sund4i-ss-cipher.o

obj-$(CONFIG_CRYPTODEV SUNXI) += ss.0

SS-y += sunxi sSs40 sunxi sS proc .comm.o sunxi ce cdev_comm.o
#ss-y += ss_kernel test.o

ifdef CONFIG_ARCH SUN8IW1l
SUNXI SS VER = v3

endif

ifdef CONFIG ARCH SUN8IW12
SUNXI SS VER = v3

endif

ifdef CONFIG_ARCH SUN8IW15
SUNXI SS VER = v3

endif

ifdef CONFIG_ARCH SUN8IW17
SUNXI SS VER = v3

endif

ifdef CONFIG_ARCH SUN8IW7
SUNXI SS VER = v3

endif

ifdef CONFIG_ARCH SUN8IW1S8
SUNXI SS VER = v3

endif

ifdef CONFIG_ARCH SUN50I
SUNXI SS VER = v3

endif

ifdef CONFIG_ARCH SUN8IW16
SUNXI SS VER = v3

endif

ifdef CONFIG ARCH SUN8IW19

IR © HiB2EREROBIRAR. RE—INF 11
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SUNXI SS VER = v3
endif
ifdef CONFIG_ARCH SUN50IW8
SUNXI SS VER = v4
endif
ifdef CONFIG ARCH SUN50IW10
SUNXI SS VER = v4
endif
ss-y += $(SUNXI SS VER)/sunxi ss reg.o $(SUNXI SS VER)/sunxi_ss proc.o

ccflags-y += -Idrivers/crypto/sunxi-ss/$(SUNXI SS VER)

#ccflags-y += -DDEBUG

2.4.2 linux-5.4 JEfCBZEH

CE RepHOIRAES I FRIZIE drivers/crypto/sunxi-ce BRT:

drivers/crypto/sunxi-ce/

— drivers

I F— crypto

| F— sunxi-ce

| — Kconfig

| — Makefile

| — sun4i

| — sun4i-ss-cipher.c

| = sun4i-ss<€ore.c

| — sun4i-ss.h

| L— sun4i-ss-hash.c

| F—/sunxi ce.c | //-SunxiT&MSSEXIM. DIBREMNSZI
| — sunxi_ce cdev_comm.c

| F— sunxi_ce.h // ASunxiFEMSSIRENEX T —LELANE. SIBEW
| — sunxi_ce_proc_comm.c ///&KRACEEFISLAMNEZLETE
| F— sunxi_ce proc.h // &MEXMNIZEOSER

| 2

| F— sunxi_ce proce«€ // VIARZSCEIEHIZSHIE LR IEILIE
| — sunxice Feg.c // VIARZSCESHISSMSESREOLM
| L— sunxi_ce reg.h // VIKRZACEIZHISBSHSFESEOEMR
| F— v3

| — sunxi_ce proc.c
| F— sunxi_ce proc walk.c
| — sunxi_ce reg.c
| L— sunxi_ce reg.h
I F— va
| F— sunxi_ce proc.c
| F— sunxi ce reg.c
| L— sunxi_ce reg.h
| L— v5
| F— sunxi_ce proc.c
| F— sunxi ce reg.c
| L— sunxi ce reg.h

B3 Makefile $£#|MF CE RRABIRIZSRIE, linux-5.4/drivers/crypto/sunxi-ce/Makefile

RBEWT

IR © HiB2EREROBIRAR. RE—INF

12



@LW/MIER

MHER: WE

obj-$(CONFIG CRYPTO DEV SUN4I SS) += sundi-ss.o
sun4i-ss-y += sund4i/sun4i-ss-core.o sund4i/sundi-ss-hash.o sun4i/sun4i-ss-cipher.o
obj-$(CONFIG_CRYPTO DEV_SUNXI) += sunxi-ce.o

sunxi-ce-$(CONFIG CRYPTO DEV SUNXI) += sunxi ce.o sunxi ce proc_comm.o
#ss-y += ss_kernel test.o

ifdef CONFIG_ARCH SUN20IW1l
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW11l
SUNXI CE VER = v3

endif

ifdef CONFIG _ARCH SUN8IW12
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW15
SUNXI CE _VER = v3

endif

ifdef CONFIG_ARCH SUN8IW17
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW7
SUNXI CE _VER = v3

endif

ifdef CONFIG ARCH SUN8IW18
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN50I
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW16
SUNXI CE VER = v3

endif

ifdef CONFIG_ARCH SUN8IW19
SUNXI CE VER = v3

endif

ifdef CONFIG ARCH SUN8IW20
SUNXI _CE VER = v3

endif

ifdef CONFIG_ARCH SUN50IW8
SUNXI CE VER = v4

endif

ifdef CONFIG ARCH SUN50IW10
SUNXI_CE VER = v4

endif

ifdef CONFIG_ARCH SUN50IW12
SUNXI CE VER = v5

endif

sunxi-ce-y += $(SUNXI _CE VER)/sunxi ce reg.o $(SUNXI CE VER)/sunxi ce proc.o

ccflags-y += -I$(srctree)/drivers/crypto/sunxi-ce/$(SUNXI _CE VER)

#ccflags-y += -DDEBUG

WRAFRE © BseEREROERAE. RE—TNF
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A CE el RBIWNA. $5MEO, RFEF Linux RZEERN.

3.1 FRFEMEO

IT#O#E Linux RZH crypto B9tnERO, FESMREEEM. T,

3.1.1 crypto register alg()

3.1.1.1 R#HFE

[int crypto register alg(struct crypto alg *alg)

3.1.1.2 IprEisR

[ crypto EZNEM—FINE R %o

3.1.1.3 E[EE

R[E 0 FRRAE, REIEMERTEK,.

3.1.1.4 S#iieA

IR © HiB2EREROBIRAR. RE—INF
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3.1.2 crypto unregister alg()

3.1.2.1 RHFE

[int crypto unregister alg(struct crypto alg *alg)

3.1.2.2 IpREiR

M crypto HEZRFH—MINZRER X,

3.1.2.3 iE[EE

&[] 0 RRA, REIEMERTRK.

3.1.2.4 S

alg, BAN—LEHER, EEES, HEF, %41 crypto alg FIENX:

struct crypto alg {
struct list/head cra_list;
struct list head cra users;

u32 cra_flags;

unsigned int cra blocksize;
unsigned int cra ctxsize;
unsigned int cra alignmask;

int cra_priority;
atomic t cra refcnt;

char cra_name[CRYPTO_MAX_ALG_NAME];
char cra driver name[CRYPTO MAX ALG NAME];

const struct crypto type *cra type;

union {
struct ablkcipher alg ablkcipher;
struct aead alg aead;
struct blkcipher alg blkcipher;
struct cipher_alg cipher;
struct compress alg compress;
struct rng alg rng;

} cra u;

int (*cra_init)(struct crypto tfm *tfm);
void (*cra exit)(struct crypto tfm *tfm);
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15



@LW/MER

XAEER:

void (*cra destroy)(struct crypto alg *alg);

struct module *cra module;

};

3.1.3

crypto register ahash()

3.1.3.1 HHKFE

[int crypto register ahash(struct ahash alg *alg)

3.1.3.2

TheeHaik

M crypto HEZFM—FFF Hash £EZE,

3.1.3.3 E[E{&E

R 0 R, REEMERTKK.

3.1.3.4 St

alg, BiEM—EA, BEEIER, HP, £ ahash alg BEX:

int
int
int
int
int
int
int
int

struct ahash _alg {

(*init) (struet_ahash_request *req);

(*update) (struct ahash_request *req);

(*final) (struct ahash request *req);

(*finup) (struct ahash request *req);

(*digest) (struct ahash request *req);

(*export) (struct ahash request *req, void *out);

(*import) (struct ahash request *req, const void *in);

(*setkey) (struct crypto _ahash *tfm, const u8 *key,
unsigned int keylen);

struct hash alg common halg;
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3.1.4 crypto unregister ahash()

3.1.4.1 RHFE

[int crypto unregister ahash(struct ahash alg *alg) ]

3.1.4.2 IpREiR

M crypto #EFHE—#FEF Hash £&E,

3.1.4.3 iE[EE

&[] 0 RRA, REIEMERTRK.

3.1.4.4 SR

alg, BEN—EHA EEER, HF, 415 ahash alg BIEX:

struct ahash_alg/{
int (*init)A{struct ahash request *req);
int (*update) (struct ahash’ request *req);
int (*fipal)(struct ahash request *req);
int (*finup) (struct ahash request *req);
int (*digest) (struct ahash request/*req);
int (*export) (struct ahash request *req, void *out);
int (*import)(struct ahash request *req, const void *in);
int (*setkey)(struct cryptosahash *tfm, const u8 *key,
unsigned int keylen);

struct hash _alg common halg;

3.2 B EREO

X225 AES 2. Hash 3£, RNG EER/IHEZNZOREREIZO, #2E SS EEIAERATE
O, efl@diEs DMA, SS £Hls85TR—RIEH,
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3.2.1 ss aes start()

3.2.1.1 RHFE

[static int ss aes start(ss aes ctx t *ctx, ss aes req ctx t *req ctx, int len)

3.2.1.2 Ihakiak

HMIT—R AES XBZERNEE,

3.2.1.3 iE[EE

0, mZh; HtfE, KW

3.2.1.4 =¥k

1. ctx, AES XEBEMETX
2. req ctx, —X& AES REXBERNLTX
3. len, ENENIIEKE

Hrr, ss aes ctx t IENXIT

/* The common context of AES and HASH*/
typedef struct' {

u32 flow;

u32 flags;
} ss_comm ctx t;

typedef struct {
ss_comm_ctx t comm; /* must be in the front. */

#ifdef SS RSA ENABLE

u8 key[SS RSA MAX SIZE];

u8 iv[SS RSA MAX SIZE];
#else

u8 key[AES MAX KEY SIZE];

u8 1iv[AES MAX KEY SIZE];
#endif
#ifdef SS SCATTER ENABLE

u8 next_ iv[AES MAX KEY_ SIZE]; /* saved the next IV/Counter in continue mode */
#endif

int key size;

int iv size;

int cnt; /* in Byte */
} ss aes ctx t;

IR © HiB2EREROBIRAR. RE—INF

18



@ LWIWER
MXHEER: WE

ss aes req ctx t ENXIT (FEXH sunxi ss.h)

/* The common context of AES and HASH */
typedef struct {

u32 flow;

u32 flags;
} ss_comm ctx t;

typedef struct {
ss_comm_ctx_t comm; /* must be in the front. */

#ifdef SS RSA ENABLE

u8 key[SS RSA MAX SIZE];

u8 1iv[SS RSA MAX SIZE];
#else

u8 key[AES MAX KEY_SIZE];

u8 1iv[AES MAX KEY SIZE];
#endif
#ifdef SS SCATTER ENABLE

u8 next iv[AES MAX KEY SIZE]; /* saved the next IV/Counter in continue mode */
#endif

int key size;

int iv size;

int cnt; /* in Byte */
} ss aes ctx t;

3.2.2 ss hash start

3.2.2.1 RHKFE

[static int ss hash start(ss hash ctx t *ctx, ss aes req ctx t *req ctx, int len)

3.2.2.2 Ihgerad

MIT—R HASH KEERIZH,

3.2.2.3 iE[EE

&[E] 0 RRAY, REIHEMERTKK.

3.2.2.4 SH#iA

1. ctx, Hash EHEZMW ETX
2. req ctx, —& AES EEXBERMETX

WRAFRE © BseEREROERAE. RE—TNF
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3. len, BHHENHIEKE

Hrr, ss hash ctx t ENXIT

typedef struct {
ss_comm_ctx t comm; /* must be in the front. */

u8 md[SS DIGEST SIZE];

u8 pad[SS HASH PAD SIZE];

int md_size;

int cnt; /* in Byte */
} ss _hash ctx t;

#iE: NTHRS V3.2 BB Padding Thae, XPREIEMT — M2 last, ARKTEERGE

_@.o

3.2.3 ss rng start()

3.2.3.1 R#HFRE

((static int ss rng start(ss.aes €txut *ctx, u8 *rdata, unsigned int dlen) )
3.2.3.2 IpgEfER
HIT—X RNG KR ZEZIZE,
3.2.3.3 iE[EE
REEART 0, SRFRRERZIRVRENEKE; HME, XK.
3.2.3.4 S
1. ctx, RNG Z (1 AES EHAR—MER) FZENLETX
2. rdata, ATREFMEAIFENE
3. dlen, EFERMFENHRKE (FTHEM)
Hrh, ss hash ctx t FENXIT
IRINFTE © HiELERERHERAT. RE—YUF 20
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typedef struct {
ss_comm_ctx t comm; /* must be in the front. */

u8 md[SS DIGEST SIZE];

u8 pad[SS _HASH PAD SIZE];

int md_size;

int cnt; /* in Byte */
} ss _hash ctx t;

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 21




@LW/MIER
KRER: W

OpenSSL BYEOHAR, AT UEE NAPIXFINNEEE O, T demo F2/ER OpenSSL
BLMREAE, demo JEXHFRERTE OpenSSL A, HIFMIZITEHRE OpenSSL MEhEEL 1.

4.1 openssl RS E

openssl IS EHBE L £1F gerrit L,

git clone ssh://yourname@gerrit.allwinnertech.com:29418/longan/platfrom/framework/openssl/
openssl-1.0.0

4.2 openssl NEEES%RIF

RN FARBXAEN CE #T7 %, WFEZEFIA openssl #rERNEO, 74 8EEA CE Kzf,

4.2.1 openssl WS

openssl MEMRIEE, ELERF—EMMEREZNENTFENEE, HBEM longan EEEX
HHEE—RKT, BEIFERE longan THITECERIF,

$cd longan
$./build.sh config

4.2.2 openssl FY4RiFi5HEH

openssl MERILE, BLHM longan B liunx WREFTEHLPEE—ET, FAtY longan fiiE
WFlE, HITWTRIF

$cd openssl-1.0.0
$make clean
$make
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4.2.3 openssl FIEXHEIE R

MENAREA openssl #1TH %, WEEE S openssl WEXG#HITH A, openssl BHEXHEHH
4R, BT

$cd openssl-1.0.0
$make install

HITRINfE, 27F openssl-1.0.0/out BR AR U T X4:

openssl-1.0.0/out
L— usr

L— ssl
F— bin // OpenSSLEHITC

— certs // BREIAZE, AFEREIEILES
F— include // OpenSSLAg#EOISLf#

— lib // OpenSSL=REIMNEE, cd BiEFFfEengine
F— man // BHFMR (manHSERENRER)

F— misc // EftTAls
— openssl.cnf // OpenSSLEVECEX
L— private // BREIAZE

NBRTEHITH AN, &t lib BRT 3 TaiSEXH:

— libcrypto.so.1.0.0
— libssl.s0.1.0.0
— libaf _alg.so

4.3 openssl demo A EA

4.3.1 f£F af alg 51

ENE[ER af alg 51%, FEEFIEK OpenSSL B EXRIEEMESIZE,

ENGINE *openssl engine init(char *type)
{

ENGINE *e = NULL;

const char *name = "af alg";

OpenSSL_add all algorithms();
ENGINE load builtin engines();

e = ENGINE by id(name);

if (le) {
DBG("find engine %s error\n", name);
return NULL;

b

ENGINE ctrl cmd string(e, "DIGESTS", type, 0);
return e;
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}
void openssl engine free(ENGINE *e)
{
if (e != NULL)
ENGINE free(e);
ENGINE cleanup();
EVP_cleanup();
}

4.3.2 MD5 demo

F4HY demo XHiEEE openssl-1.0.0/ss test/BRETo

void print md(unsigned char *md, int len)

{
int i;
for (i=0; i<len; i++)
printf("%02x", md[i]);
printf("\n");
}

int main(int argc, char *argwvill)
{
int ret = 0;
FILE *in = NULL;
ENGINE *e = NULL;
EVP_MD CTX ctx = {0};
const EVP_MD *e md = NULL;
unsigned int md size = 0;
unsigned char md[MD5 DIGEST LENGTH] /= {0};

if (argc !'= PT NUM) {
usage();
return -1;

in = fopen(argv[PT IN FILE], "rb");

if (in == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT IN FILE]);
return -1;

e = openssl engine init("md5");
if (e == NULL) {

ret = -1;

goto error;

}

e md = ENGINE get digest(e, NID md5);

if (e_md == NULL) {
DBG("ENGINE get digest() failed! \n");
ret = -1;
goto error;
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}

for

}

error:

;) {

ret = fread(g buf, 1, SS TEST BUF SIZE, in);

if (ret <= 0) {
if (ret < 0)

EVP DigestInit(&ctx, e md);

DBG("read(%d) return %d. \n", SS TEST BUF SIZE,

break;

EVP DigestUpdate(&ctx, g buf,

if (in != NULL)

fclose(in);

EVP DigestFinal(&ctx, md, &md size);

printf("MD5(%s)= ", argv[PT_IN FILE]);
print md(md, MD5 DIGEST LENGTH);

EVP_MD CTX cleanup(&ctx);
openssl _engine free(e);
return ret;

(unsigned long)ret);

ret);

4.3.3 AES demo

F4H demo X{HFIEZEE openssl-1.0.0/ss test/BFETo

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

CE_KS INPUT
CE_KS |SSK

CE_KS HUK

CE_KS RSSK

CE_KS INTERNAL 0
CE_KS_INTERNAL 1
CE_KS_INTERNAL 2
CE_KS INTERNAL 3
CE_KS INTERNAL 4
CE_KS INTERNAL 5
CE_KS_INTERNAL 6
CE_KS_INTERNAL 7

"default"
"KEY SEL SSK"
"KEY SEL HUK"
"KEY_SEL RSSK"
"KEY/SEL_INTRA 0"
"KEY SEL_INTRA 1"
"KEY SEL_INTRA 2"
"KEY SEL INTRA 3"
"KEY_SEL_INTRA 4"
"KEY SEL_INTRA 5"
"KEY SEL_INTRA 6"
"KEY SEL_INTRA 7"

unsigned char g inbuf[SS TEST BUF SIZE] = {0};
unsigned char g outbuf[SS TEST BUF SIZE] = {0};
unsigned char g _key[AES KEY SIZE 256] = {

/* The identification string to indicate/the key source. */

OxFF, OxEE, 0xDD, 0xCC, OxBB, OxAA, 0x99, 0x88,
0x77, 0x66, 0x55, 0x44, 0x33, 0x22, 0x11l, 0x00,
0x00, 0x11, 0x22, 0x33, 0x44, 0x55, 0x66, 0x77,
0x88, 0x99, OxAA, 0xBB, 0xCC, 0xDD, OXEE, OxFF};

const unsigned char g iv[AES BLOCK SIZE] = {

0x00, Ox11, 0x22, 0x33, 0x44, 0x55, 0x66, 0x77,
0x88, 0x99, OxAA, 0xBB, 0xCC, OxDD, OXEE, OxFF};
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{

int main(int argc, char *argv[])

int ret = 0;

int enc = 0;

int inl 0;

int outl = 0;

FILE *in = NULL;

FILE *out = NULL;

ENGINE *e = NULL;

EVP_CIPHER CTX ctx = {0};

const EVP _CIPHER *e cipher = NULL;

if (argc != PT_NUM) {
usage();
return -1;

in = fopen(argv[PT_IN FILE], "rb");

if (in == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT IN FILE]);
return -1;

}

out = fopen(argv[PT OUT FILE], "wb");

if (out == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT OUT FILE]);

ret = -1;
goto error;

}

if (strncmp(argv[PT_ENC DIR], "enc", 3) == 0)
enc = 1;

e = openssl engine init();
if (e == NULL) {
ret = /1;
goto error;
}
e cipher = ENGINE get cipher(e, NID aes 128 cbc);
if (e _cipher == NULL) {
ret = 1§
goto error;

EVP CipherInit(&ctx, e cipher, g key, g iv, enc);
for (;;) {
inl = fread(g _inbuf, 1, SS TEST BUF SIZE, in);
if (inl <= 0) {

if (inl < 0)
DBG("read(%d) return %d. \n", SS TEST BUF SIZE, inl);
break;

if (inl > 0) {
EVP CipherUpdate(&ctx, g outbuf, &outl, g inbuf, inl);
DBG("Update: inl %d, outl %d \n", inl, outl);
fwrite(g outbuf, 1, outl, out);

}
EVP CipherFinal(&ctx, g outbuf, &outl);
DBG("Update: outl %d \n", outl);
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if (outl > 0)
fwrite(g outbuf, 1, outl, out);

error:
if (in != NULL)
fclose(in);

if (out != NULL)
fclose(out);

EVP_CIPHER CTX cleanup(&ctx);
openssl engine free(e);
return ret;

4.3.4 HMAC-SHA1 demo

FAH9 demo XHiEEE openssl-1.0.0/ss test/BEFETo

struct af alg digest data
{
char key[SHA CBLOCK];
int keylen;
}i

static struct test st {
char key[128];
int key len;
char data[128]4
int data len;
unsigned char *digest;
} test[] = {
4 %
0,
"More text test vectors to stuff up EBCDIC machines :-)",
54,
(unsigned .char *)"b760e92d6662d351eb3801057695ac0346295356",
3. { "Jefe",
4,
"what do ya want for nothing?",
28,
(unsigned char *)"effcdf6ae5eb2fa2d27416d5f184df9c259a7c79",
A
{0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,},
16,
{0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, Oxdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
Oxdd, 0xdd},
50,
(unsigned char *)"d730594d167e35d5956fd8003d0db3d3f46dc7bb",
oA
{0xaa, 0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
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Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa},

20,

{0xdd, 6xdd, 0xdd, Oxdd, 0xdd, 0xdd, 0xdd, Oxdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xdd, Oxdd, 0xdd, 0xdd, 0xdd, Oxdd, 0xdd, 0xdd,
0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd},

56,

(unsigned char *)"09al13335188749ec35ce0dd46185eb6c65719cf2",

oA

{06x01,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x02,0x0b,0x0b,0x0b, 0x0b,0x0b,0x0b, 0x0b,
0x03,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x04,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x05,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x06,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x07,0x0b,0x0b,0x0b, 0x0b,0x0b,0x0b, 0x0b,
0x08,0x0b,0x0b,0x0b, 0x0b,0x0b,0x0b, 0x0b,
0x09},

65,

{0xd1,0xdd, 0xdd,0xdd, 0xdd, 0xdd, Oxdd, Oxdd,
0xd2,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd3,0xdd, 0xdd, 0xdd, 0xdd, Oxdd, 0xdd, 0xdd,
0xd4,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd5,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd6,0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd7,0xdd, 0xdd ,0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd8,0xdd, 0xdd,0xdd, 0xdd, 0xdd, 0xdd, 0xdd,
0xd9, 0xdd/0xdd, 0xdd ,0xdd, Oxdd, Oxdd , 0xdd,
Oxda, 0xdd,0xdd, 0xdd,0xdd, 0xdd , 0xdd ,0xdd},

80,

(unsigned char *)"5422e0af0382e038412500f0527d92b7bd3d67c8",

Yo
1

static unsigned char md[SHA DIGEST LENGTH];

static char *pt(unsigned char *md)

{
int i;
static char buf[80] = {0};
for (i=0; i<SHA DIGEST LENGTH; i++)
sprintf(&(buf[i*2]),"%02x",md[i]);
return(buf);
}

int check key(char *dst, char *src, int len)

memset(dst, 0, SHA CBLOCK);

if (len <= SHA CBLOCK) {
memcpy(dst, src, len);
return len;

/* Get the hash value of src. */
EVP Digest(src, len, (unsigned char *)dst, NULL, EVP shal(), NULL);
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return SHA DIGEST_ LENGTH;

int main(int argc, char *argv[])
{

int ret = 0;

unsigned int i = 0;

char *p = NULL;

ENGINE *e = NULL;

EVP_MD CTX ctx = {0};

const EVP_MD *e md = NULL;

struct af _alg digest data *ddata = NULL;

if (argc == 2)

i = atoi(argv[1]);
if (i > 4)

i=4;

e = openssl _engine init("hmac-shal");
if (e == NULL) {

ret = -1;

goto error;

e md = ENGINE get digest(e, NID hmac_shal);
if (e_md == NULL) {
DBG("ENGINE get digest() failed! \n");
ret = -1;
goto error;

}
EVP DigestInit(&ctx, e/md);

ddata = (struct af alg digest data *)ctx.md data;
ddata->keylen = check key(ddata->key, test[i].key, test[i].key len);

EVP DigestUpdate(&ctx, test[i].data, (unsigned long)test[i].data len);
EVP DigestFinal(&ctx, md, NULL);

p = pt(md);

if (strcmp(p, (char.*)test[i].digest) != 0) {
printf("HMAC-SHAL test %d failed!\n", 1i);
printf("\tActual: %s \n\tExpect: %s\n", p, test[i].digest);
ret = 1;

}

else
printf("HMAC-SHAl test %d ok\n",i);

EVP_MD CTX cleanup(&ctx);
error:
return ret;
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4.3.5 DH demo

{

int

void rand seed update(void)

static int pos = 0;

char rnd _seed[] = "string to make the random number generator think it has entropy";

RAND seed(&rnd seed[pos], sizeof rnd seed);
pos += 8;
if (pos >= strlen(rnd seed))

pos = 0;

main(int argc, char *argv[])

DH *a;

DH *b=NULL;

char buf[12];

unsigned char *abuf=NULL,*bbuf=NULL;
int i,alen,blen,aout,bout, ret=-1;
BIO *out = NULL;

BIO *in = NULL;

ENGINE *e = NULL;

if (argc != 2) {
printf("You should input as follow: \n");
printf("\t %s [param file]\n", argv[0]);
return -1;

e = openssl gengine init();
if (e == NULL)
goto err;

CRYPTO_malloc debug init();
CRYPTO dbg set options(V_CRYPTO MDEBUG ALL);
CRYPTO_mem_ctrl(CRYPTO_MEM_CHECK/ON) ;

out=BI0 new(BIO s,file());
if (out == NULL) EXIT(1),
BIO set fp(out,stdout,BIO NOCLOSE);

/* Load DH parameters from a given file. */

in = BIO new(BIO s file());

if (BIO read filename(in, argv[l]) <= 0) {
printf("Failed to open %s \n", argv[l]);
goto err;

a = PEM read bio DHparams(in, NULL, NULL, NULL);
if (a == NULL) {
printf("unable to load DH parameters\n");
goto err;

BIO puts(out,"\np: \n");
BN print(out,a->p);
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BIO puts(out,"\ng: \n");
BN print(out,a->g);
BIO puts(out,"\n\n");

b = DH new();
if (b == NULL) goto err;

b->p = BN dup(a->p);
b->g = BN dup(a->g);
if ((b->p == NULL) || (b->g == NULL)) goto err;

/* Set a to run with normal modexp and b to use constant time */
a->flags & ~DH_FLAG NO EXP_CONSTTIME;
b->flags |= DH_FLAG NO EXP CONSTTIME;

/* 1.1 a->pub key = (g ~ a->pri key) mod p */
rand seed update();

if (!DH generate key(a)) goto err;

BIO puts(out,"pri 1: \n");

BN print(out,a->priv_key);

BIO puts(out,"\npub 1: \n");

BN print(out,a->pub key);

BIO puts(out,"\n");

/* 1.2 b->pub _key = (g ~ b->pri key) mod p */
rand seed update();

if (!DH generate key(b)) goto err;

BIO puts(out,"pri 2: \n");

BN print(out,b->priv_key);

BIO puts(out,"\npub.2: \n");

BN print(out,b->pub key);

BIO puts(out,"Xn");

/* 2.1 keyl/= (b->pub key ¢ a->pri key) mod p */
alen=DH size(a);

abuf=(unsigned char *)OPENSSL malloc(alen);
aout=DH compute key(abuf,b->pub key,a);

BIO puts(out, "keyl : \n");
for (i=0; i<aout; i++)
{
sprintf (buf, "%02X"yabut[i]);
BIO puts(out,buf);
}
BIO puts(out,"\n");

/* 2.2 key2 = (a->pub_key ”~ b->pri key) mod p */
blen=DH size(b);

bbuf=(unsigned char *)OPENSSL malloc(blen);
bout=DH compute key(bbuf,a->pub key,b);

BIO puts(out,'key2 : \n");

for (i=0; i<bout; i++)
{
sprintf(buf, "%02X",bbuf[i]);
BIO puts(out,buf);

}
BIO puts(out,"\n\n");

/* Compare keyl and key2 */
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if ((aout < 4) || (bout != aout) || (memcmp(abuf,bbuf,aout)
{
fprintf(stderr,"Error in DH routines\n");
ret=1;
}
else
ret=0;

ERR print errors fp(stderr);

if (abuf != NULL) OPENSSL free(abuf);

if (bbuf != NULL) OPENSSL free(bbuf);

if (b != NULL) DH free(b);

if (a != NULL) DH free(a);

if (in != NULL) BIO free(in);

if (out != NULL) BIO free(out);
#ifdef OPENSSL SYS NETWARE

if (ret) printf("ERROR: %d\n", ret);
#endif

openssl _engine free(e);
EXIT(ret);
return(ret);

DBG("keyl len = %d, key2 len = %d. [%s]\n", alen, blen, ret=

'=0))

=1 ? "fail"

"0K") ;

WRAFRE © BseEREROERAE. RE—TNF

32



@ LWIWER
g MXHEER: WE

A CE BMiEOB&FMEIAZE crypto BIHEZRZH, FLMNREZEBHERZSHIER CE 1%
, REEFBEAZ crypto B9EOEIE],

5.1 hash #0

BHTFEEXRS, XEMA——5ET, XEL hash FEEAH, BxEE include/cryp-
to/hash.h , XEEX S hash #OEX, MEEHHEXHER:

/**
crypto _ahash init() - (re)initialize message digest handle

@req: ahash request handle that already is initialized with all necessary
data using the ahash request * API functions

handle. Any potentiallysexisting»state created by previous operations is
discarded.

*
*
*
*
* The call (re-)initializes the message digest referenced by the ahash request
*
*
*
* Return: 0 if the messagecdigest initialization was successful; < 0 if an

& error occurred

*/

static inline int crypto ahash init(struct ahash request *req)

{
struct crypto ahash *tfm = crypto ahash reqtfm(req);

if (crypto_ahash get flags(tfm) & CRYPTO TFM NEED KEY)
return -ENOKEY;

return tfm->init(req);

crypto _ahash update() - add data to message digest for processing
@req: ahash request handle that was previously initialized with the
crypto ahash _init call.

*
*
*
*
* Updates the message digest state of the &ahash request handle. The input data
* is pointed to by the scatter/gather list registered in the &ahash request

* handle

*

*

*

Return: 0 if the message digest update was successful; < 0 if an error
occurred

static inline int crypto ahash update(struct ahash request *req)

{
return crypto _ahash reqtfm(req)->update(req);

}
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